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Internet das Coisas (loT)
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Coisas que interagem e cooperam entre si a fim de atingir um objetivo
comum (métodos de enderecamento e protocolos padronizados)
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Caracteristicas das “Coisas”

* Existéncia: existem no mundo real e virtual (CPS)

* Auto conhecimento: se comportam de maneira
autonoma (smart devices)

* Conectividade (sem fio)

* |nteratividade: D2D (M2M), D2P

* Dinamicidade: qualquer momento, lugar ou
maneira. Entrar e sair da rede.

e Ciéncia do Ambiente: sensores para perceber as
caracteristicas dos ambientes
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Cloud completa o conceito de loT

Municipal Command » Factory
& Control Center

Optimization

Logistics
Optimization
Tratfic Flow
Optimization

Devices Traffic

Cameras

Car System
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loT -> Big Data

200 sensors across the turbine generate 300 data
points per second of performance and operation every hour.

/Ig data/cloud accoss\
data mining and modeling

connected machines /

visualization and analysis
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Internet das Coisas:

Um Plano de Acao para o Brasil

* BNDES com o apoio do MCTIC: estudo para o diagnostico e
a proposicao de plano de acao estratégico para o pais em
Internet das Coisas

e Conduzido pelo Consércio McKinsey/Fundacao CPgD/
Pereira Neto Macedo

 “Acelerar a implantacao da Internet das Coisas como
instrumento de desenvolvimento sustentavel da
sociedade brasileira, capaz de aumentar a competitividade
da economia, fortalecer as cadeias produtivas nacionais,
e promover a melhoria da qualidade de vida.”

https://bit.ly/2kfqRJ4
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https://bit.ly/2kfqRJ4

QUADRO 13

Regulatorio, Segurancga
e Privacidade

* Enderecar questdes da regulamentacgao de
Telecom com vistas a acelerar o desenvolvimento
de aplicacbes loT .

*» Estruturar a criagao de um marco
regulatério de protecao de dados
pessoais adequado para fomentar
a inovacgao e a protecao aos direitos

| individuais

* |dentificar e tratar questoes \\
regulatorias especificas nas
verticais priorizadas

= Estabelecer desenho institucional
adequado para enfrentar os
desafios em privacidade e
segurancga para loT
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Seguranca na Internet das Coisas

Nossas coisas e dados estao
seguros na Internet das Coisas?
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" SHODAN _ Q Explore Developer Pricing Enterprise Access Contact Us

The search engine for the Internet of Things ... .

rstsed erng € ne

Create a Free Account Getting Started

. Explore the Internet of Things See the Big Picture

@ Monitor Network Security Get a Competitive Advantage

The search engine for |Power Plants
The search engine for Webcams

The search engine for Refrigerators
The search engine for Buildings
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Seguranca e Privacidade na loT

 Comportamento autobnomo das coisas, recursos
computacionais restritos, comunicacao sem fio

* Propriedades de Seguranca
— Confidencialidade
— Integridade
— Disponibilidade
— Autenticidade
* Privacidade

* Segurang¢a deveria ser um grande obstaculo!
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Por que as “coisas” sao tao vulneraveis?

 Segurang¢a nao é prioridade mesmo em dispositivos de seguranca!

* Sistemas operacionais simples: ndao possuem mecanismos adequados de
protecao e nao sofrem atualizagOes

* |nUmeras vulnerabilidades nos softwares embarcados (Aidra, Bashlite e Mirai
botnets, veiculos, smartphones, dispositivos médicos, centrais de alarmes,
sistema aquecimento, sistemas elétricos)

 Desejo das empresas fabricantes de equipamentos de manter backdoors
 Monitoramento governamental em larga escala

* Protocolos sem criptografia ou mal implementados

» Dispositivos expostas diretamente na Internet (IPv6)

* Falta ou falha de autenticacao e controle de acesso
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The Open Web Application Security Project
@ U' J r1 r_j » (OWASP) is an open community dedicated to

. e L enabling organizations to develop, purchase, and
maintain applications and APIs that can be
trusted.

Security Project

The OWASP Internet of Things Project is loT Project @
designed to help manufacturers,
developers, and consumers better
understand the security issues associated
with the Internet of Things, and to enable
users in any context to make better security
decisions when building, deploying, or
assessing loT technologies.

Attack Surface Areas @

Testing Guide Top Vulnerabilities

https://www.owasp.org/index.php/OWASP Internet of Things Project
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https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project

HELPING SECURE THE INTERNET OF THINGS WITH THE

OWASP

INTERNET OF THINGS
VULNERABILITY CATEGORIES
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Main OWASRP Internet of Things Top 10 for 2014 Project Details

OUJASP

Open Web Application
Security Project

The OWASRP Internet of Things Top 10 - 2014 is as follows:

¢ |1 Insecure Web Interface

¢ |2 Insufficient Authentication/Authorization
¢ 13 Insecure Network Services

¢ |4 Lack of Transport Encryption

e |5 Privacy Concerns

» 16 Insecure Cloud Interface

¢ |7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

¢ |9 Insecure Software/Firmware

¢ |0 Poor Physical Security




12 | Insufficient Authentication/Authorization

Application Specific

Exploitability
AVERAGE

Prevalence
CONMMON

Consider anyone who
has access to the web
interface, mobile
interface or cloud
interface including
internal and external
users.

Attacker uses weak
passwords, insecure
password recovery
mechanisms, poorly
protected credentials or
lack of granular access
control to access a
particular interface.
Attack could come from
external or internal
users.

Authentication may not be sufficient when weak
passwords are used or are poorly protected.
Insufficient authentication/authorization is prevalent
as it is assumed that interfaces will only be
exposed to users on internal networks and not to
external users on other networks. Deficiencies are
often found to be present across all interfaces.
Many Issues with authentication/authorization are
easy to discover when examining the interface
manually and can also be discovered via
automated testing.

Insufficient
authentication/authorization
can result in data loss or
corruption, lack of
accountability, or denial of
access and can lead to
complete compromise of
the device and/or user

accounts.

Application / Business
Specific

Consider the business
impact of compromised
user accounts and
possibly devices. All data
could be stolen,
modified, or deleted.
Could your customers be
harmed?
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12 | Insufficient Authentication/Authorization | Testing

Is My Authentication/Authorization Sufficient?

Checking for Insufficient Authentication includes:

« Attempting to use simple passwords such as "1234" is a fast and easy
way to determine if the password policy is sufficient across all
interfaces

« Reviewing network traffic to determine if credentials are being
transmitted in clear text

« Reviewing requirements around password controls such as password
complexity, password history check, password expiration and forced
password reset for new users

« Reviewing whether re-authentication is required for sensitive features

Checking for Insufficient Authorization includes:

« Reviewing the various interfaces to determine whether the interfaces
allow for separation of roles. For example, all features will be
accessible to administrators, but users will have a more limited set of
features available.

« Reviewing access controls and testing for privilege escalation

Lack of Password Complexity
Poorly Protected Credentials

Lack of Two Factor Authentication
Insecure Password Recovery
Privilege Escalation

Lack of Role Based Access Control
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12 | Insufficient Authentication/Authorization | Make It Secure

How Do | Make My Authentication/Authorization
Better?

Sufficient authentication/authorization requires:

1. Ensuring that the strong passwords are required

Ensuring granular access control is in place when necessary
Ensuring credentials are properly protected

Implement two factor authentication where possible

Ensuring that password recovery mechanisms are secure
Ensuring re-authentication is required for sensitive features

7. Ensuring options are available for configuring password controls

o0 M wN

Please review the following tabs for more detail based on whether you are
a Manufacturer &, Developer & or Consumer &
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15 | Privacy Concerns

Threat Agents

Application Specific

Attack Vectors

Exploitability
AVERAGE

Security Weakness

COMMON

Consider anyone who has
access to the device
itself, the network the
device is connected to,
the mobile application and
the cloud connection
including external and
internal users.

Attacker uses multiple
vectors such as
insufficient authentication,
lack of transport
encryption or insecure
network services to view
personal data which is not
being properly protected
or is being collected
unnecessarily. Attack
could come from external
or internal users.

Privacy concerns generated by the collection of
personal data in addition to the lack of proper
protection of that data is prevalent. Privacy concerns
are easy to discover by simply reviewing the data
that is being collected as the user sets up and
activates the device. Automated tools can also look
for specific patterns of data that may indicate
collection of personal data or other sensitive data.

Technical Impacts

Collection of personal
data along with a lack of
protection of that data can
lead to compromise of a
user's personal data.

Business Impacts

Application / Business
Specific

Consider the business
impact of personal data
that is collected
unnecessarily or isn't
protected properly. Data
could be stolen. Could
your customers be
harmed by having this
personal data exposed?
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15 | Privacy Concerns | Testing

Does My Device Present Privacy Concerns?

Checking for Privacy Concerns includes:

« |ldentifying all data types that are being collected by the device, its mobile
app and any cloud interfaces

« The device and it's various components should only collect what is
necessary to perform its function

 Personally identifiable information can be exposed when not properly
encrypted while at rest on storage mediums and during transit over
networks

« Reviewing who has access to personal information that is collected

a * Collection of Unnecessary Personal Information
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15 | Privacy Concerns | Make It Secure

How Do | Prevent Privacy Concerns?

Minimizing privacy concerns requires:

1. Ensuring only data critical to the functionality of the device is collected
2. Ensuring any data collected is properly protected with encryption

3. Ensuring the device and all of its components properly protect personal
information

4. Ensuring only authorized individuals have access to collected personal
information

Please review the following tabs for more detail based on whether you are a
Manufacturerg’, Developer & or Consumer g
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ldentidades Digitais

 Uma identidade pode consistir de:

— Identificador: conjunto de digitos, caracteres e
simbolos usado para identificar unicamente uma
identidade.

* Credenciais: um objeto que pode ser usado para
provar uma identidade. Ex: certificados X.509,
senhas, tokens entre outras.

e Atributos: um conjunto de dados que descreve as
caracteristicas fundamentais de uma identidade.
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Gestao de Identidade (ldentity
Management — |[dM)

Garantir a identidade de uma
entidade ou de um objeto

Conjunto

de processos e Garantir a qualidade das
. informacgdes de uma identidade
tecnologias

Prover autenticacao,

E um area ativa de pesquisa!l! autorizagao, contabilizagdo
e auditoria

D2D
D2P

Preservar a Privacidade
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Sistema de Gestao de Identidades

e Elementos

— Usuarios ou Objetos
— ldentidades
— Provedores de Identidades

— Provedores de Servicos
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Modelos de Gestao de Identldades

IdP

SP
e

(¢) Centralizado (d) Centrado no usudrio
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ldentidade de Objetos/CPS

* Identificador? Unico? Relacionado com o fabricante? Endereco IPv6?

* Atributos diversos ) :
— Nome de exibig¢do _.,__'I EVRYTHNG ¢y xively
3 (o)) =

— Contato do administrador
— Organizacao e unidade organizacional ThingWe;rx

— Descrigdo ‘w3 DeviceHive
— Tipo de dispositivo =

— Referéncia de localizac3o fisica, latitude, longitude, altitude  Axeda
— Fixo ou movel
— Exposicdo (indoor ou outdoor)

— Status (online ou offline) Faltam padroes!

Gestao de Identidades na loT - wangham@univali.br




Garantir a qualidade da identidade

e Registro de dispositivos em um Provedor de
|dentidade (IdP) ou em um SP

— Fabricacao (alguns atributos, credenciais)
— Dono do usuarios (complementar atributos)

* Definicao de credenciais (PIN, senhas, segredos,
chaves)

* Protecao das credencias (elemento seguro, TEE)
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Autenticacao de usuarios na loT

Autenticacao tradicional (silo) baseado em PIN,
ou senha e chaves (certificados).

Autenticacao centralizada baseada em uma
terceira parte confiavel (IdP ou um KDC)

Autenticacao federada (nem sempre cliente e SP
estao no mesmo dominio e confiam no mesmo
|IdP): baseada no Openld Connect e no SAML

Recomendacao para o uso de autenticacao
multifator e autenticagao continua
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Autenticacao de Dispositivos (D2D)

* Certificados digitais X.509 (cripto assimétrica)

e Tokens assinados com chaves compartilhadas
(Azure loT)

e Criptografia simétrica (baseado ou nao em KDC)

* Criptografia assimétricas alternativas
(certificateless e Identity-based cryptograph)

e Autenticacao multifator?
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Aspectos em relacao a criptografia

Implementagao Distribui¢ao
eﬁciente| e segura de chaves

Implantagao

ENGENHARIA CRIPTOGRAFICA

Fonte: https://bit.ly/2x4ypr5
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Criptografia Leve

Técnicas criptograficas customizadas para uma aplicacao
especifica e cuidadosamente projetadas para serem
eficientes

Encriptacao simétrica: LS Designs [Grosso et al. 2014],
redes modernas de Feistel e Adicao-Rotacao-Soma (ARX)
[Dinu et al. 2016], PRESENT [Reis et al. 2017]

MACs curtos usando SipHash OU assinaturas digitais
construidas a partir de funcdes de resumo com entradas
curtas (nao resistentes a colisao) ou funcoes resistentes a
colisao como BLAKE?2.

Criptografia assimétrica de curvas elipticas (ECC)

Fonte: https://bit.ly/2x4ypr5
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Autorizacao

Dispositivos que oferecem servicos (SP)

Se um dispositivo for acessado de forma indevida, ha uma
chance de que essa violacao afete o mundo fisico
arriscando o bem-estar das pessoas e até mesmo a vida

Modelos de controle de acesso: DAC (ACL), RBAC, ABAC

Modelo de gestao de politicas de acesso aos dispositivos
(outsourcing ou provisioning)

— PDPaaS na nuvem
— PDP no dispositivo

Uso do OAUTH 2.0 na loT: HTTP, MQTT
Uso do SAML/XACML (HTTP)
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Privacidade na loT

 (Questao que ainda precisa ser mais discutidal

* E preciso proteger informacdes sensiveis nos dispositivos
(dados pessoais - atributos da identidade)

— Seguranca juridica para a protecao de dados pessoais (nao vai
resolver a questao)

 Como implantar o consentimento do usuario na
manipulacao de seus dados pessoais na loT?

* Canais seguros, Autenticacao e controle de acesso
robustos: evitar vazamento de dados sensiveis

e Registro de eventos para responsabilizacao (SIEM)
e Certificacao de dispositivos (auto)
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Autenticacao transposta para ambientes fisicos

Padrao FIDO UAF

Estudo de Caso . @'—|

Projeto GT-Ampto
(RNP)

ABAC

FC)

Confirma?

8

WebAuthn (V

LDAP
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https://bit.ly/2KNkpEf

6. Requisi¢cdo de servico usando assert —>

<——7. Resposta da requisicdo,

Carro com Dispositivo Restrito

: Catraca de Pedéagio
(Cliente) :
/
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https://bit.ly/2KNkpEf

Conclusao

Autenticacao: existem solucoes faltam ser
utilizadas + pesquisas exploratodrias (novas)

Autorizacao: faltam pesquisas exploratorias

Privacidade: ampliar a discussao academia,
industria, judiciario, agéncias privadas
certificadoras, agéncias reguladoras.

|dM testbed: GidLab (RNP)
Startups: prover solucdes de IdM para loT [x]

[s];
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https://gidlab.rnp.br/
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