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(sem resposta)

ICMP unreachable! É preciso fazer com que o roteador do
provedor alcance o cliente!
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Requer ajuste no kernel
/etc/sysctl.d/99−sysctl.conf

net.ipv6.conf.all.proxy_ndp = 1
net.ipv6.conf.default.proxy_ndp = 1
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        }
}
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        }
}

        rule 2001:db8::/64 {
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acesso
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interface home {
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        MinRtrAdvInterval 5;
        MaxRtrAdvInterval 10;

                AdvAutonomous on;
        };

        prefix 2001:db8::/64 {

        RDNSS 2001:db8::1bd {
                AdvRDNSSPreference 8;
        };
};

porque roda
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Firewall − política de entrada



−N INBOUND
−A INBOUND −m comment −−comment "Rules for incoming packets"
−A INBOUND −m conntrack −−ctstate RELATED,ESTABLISHED −j ACCEPT
−A INBOUND −p tcp −m multiport −−dports 80,443 −j WEB−SERVERS

−A INBOUND −p tcp −m tcp −−dport 53 −j DNS−SERVERS
−A INBOUND −p udp −m udp −−dport 53 −j DNS−SERVERS
−A INBOUND −p tcp −m tcp −−dport 3389 −j TS−WINDOWS
−A INBOUND −p tcp −m tcp −−dport 22 −j SSH−SERVERS
−A INBOUND −p tcp −m tcp −−dport 445 −j LOG+DROP
−A INBOUND −j DROP

−A INBOUND −p tcp −m multiport −−dports 25,110,143,587,993 −j MAIL
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Firewall − política de entrada



−N MAIL
−A MAIL −m comment −−comment "mail servers come here."
−A MAIL −d 2001:db8::25/128 −j RETURN
−A MAIL −j DROP

−N INBOUND
−A INBOUND −m comment −−comment "Rules for incoming packets"
−A INBOUND −m conntrack −−ctstate RELATED,ESTABLISHED −j ACCEPT
−A INBOUND −p tcp −m multiport −−dports 80,443 −j WEB−SERVERS

−A INBOUND −p tcp −m tcp −−dport 53 −j DNS−SERVERS
−A INBOUND −p udp −m udp −−dport 53 −j DNS−SERVERS
−A INBOUND −p tcp −m tcp −−dport 3389 −j TS−WINDOWS
−A INBOUND −p tcp −m tcp −−dport 22 −j SSH−SERVERS
−A INBOUND −p tcp −m tcp −−dport 445 −j LOG+DROP
−A INBOUND −j DROP

−A INBOUND −p tcp −m multiport −−dports 25,110,143,587,993 −j MAIL
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−N MAIL
−A MAIL −m comment −−comment "mail servers come here."

−A MAIL −j DROP
−A MAIL −d 2001:db8::25/128 −j RETURN

−N TS−WINDOWS
−A TS−WINDOWS −m comment −−comment "MS Terminal servers."
−A TS−WINDOWS −d 2001:db8::15a1/128 −j RETURN
−A TS−WINDOWS −d 2001:db8::15a2/128 −j RETURN
−A TS−WINDOWS −j DROP

−N INBOUND
−A INBOUND −m comment −−comment "Rules for incoming packets"
−A INBOUND −m conntrack −−ctstate RELATED,ESTABLISHED −j ACCEPT
−A INBOUND −p tcp −m multiport −−dports 80,443 −j WEB−SERVERS

−A INBOUND −p tcp −m tcp −−dport 53 −j DNS−SERVERS
−A INBOUND −p udp −m udp −−dport 53 −j DNS−SERVERS
−A INBOUND −p tcp −m tcp −−dport 3389 −j TS−WINDOWS
−A INBOUND −p tcp −m tcp −−dport 22 −j SSH−SERVERS
−A INBOUND −p tcp −m tcp −−dport 445 −j LOG+DROP
−A INBOUND −j DROP

−A INBOUND −p tcp −m multiport −−dports 25,110,143,587,993 −j MAIL
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Firewall − política de saída
−N OUTBOUND
−A OUTBOUND −m comment −−comment "Rules for outbound packets"
−A OUTBOUND −j INGRESS
−A OUTBOUND −p tcp −m tcp −−dport 25 −j ANTI−SPAM
−A OUTBOUND −m conntrack −−ctstate NEW,RELATED,ESTABLISHED −j ACC
−A OUTBOUND −j DROP
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Firewall − política de saída
−N OUTBOUND
−A OUTBOUND −m comment −−comment "Rules for outbound packets"
−A OUTBOUND −j INGRESS
−A OUTBOUND −p tcp −m tcp −−dport 25 −j ANTI−SPAM

−A OUTBOUND −j DROP

−N INGRESS
−A INGRESS −m comment −−comment "Ingress filter"
−A INGRESS −s 2001:db8::/64 −j RETURN
−A INGRESS −s fe80::/64 −j RETURN
−A INGRESS −j LOG+DROP

−A OUTBOUND −m conntrack −−ctstate NEW,RELATED,ESTABLISHED −j ACC
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Firewall − política de saída
−N OUTBOUND
−A OUTBOUND −m comment −−comment "Rules for outbound packets"
−A OUTBOUND −j INGRESS

−A OUTBOUND −j DROP

−N INGRESS
−A INGRESS −m comment −−comment "Ingress filter"
−A INGRESS −s 2001:db8::/64 −j RETURN
−A INGRESS −s fe80::/64 −j RETURN
−A INGRESS −j LOG+DROP

−A OUTBOUND −m conntrack −−ctstate NEW,RELATED,ESTABLISHED −j ACC

−N ANTI−SPAM
−A ANTI−SPAM −m comment −−comment "Port 25/tcp screening."
−A ANTI−SPAM −s 2001:db8::25/128 −j RETURN
−A ANTI−SPAM −s 2001:db8::a17f/128 −j RETURN
−A ANTI−SPAM −j LOG+DROP

−A OUTBOUND −p tcp −m tcp −−dport 25 −j ANTI−SPAM
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Bem que o provedor de serviços IP
poderia caprichar um pouco mais...
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Bem que o provedor de serviços IP
poderia caprichar um pouco mais...

Atenção ao limite de tamanho da
tabela de vizinhos, especialmente
em redes grandes (não é nosso caso).
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